


The Reality of Electronic Evidence

ESI is Different Than Paper:

1.

2.

Greater volume of electronic data
Metadata

ESl is fickle and dynamic

IT systems are complex

ESI is stored in many different formats

97%

of all information

originates electronically
03% !
only 3% of all electronic
information is ever printed
80% @
of all corporate communication
is done by e-mail

What is an Effective Legal Hold?

Effective Legal Holds:

Prevent spoliation of evidence

Notify custodians

Provide instructions to preserve data
Provide for technical means to preserve data
Are part of the “good faith” showing

Are excluded from the 37(f) safe harbor

Potential Triggers:

EEOC and other employment complaints
Employee terminations
Threatened or filed litigation

Court weighs: quality, quantity, relevance of those on notice
See Zubulake IV, Rambus

Legal Hold # Preservation Letter

See Craig Ball's “The Perfect Preservation Letter”

Lit-Hold?




What is an Effective Legal Hold?

Legal Holds on ESI are:
o Difficult to Define
e Difficult to Enforce

Deloitte & Touche (August 2008)
e 40% “data volumes are becoming unmanageable”

AMD v. Intel

Sources: Deloitte & Touche LLP

Deloitte

The Effective Legal Hold: Practical Considerations

Managing Multiple Holds

(a) Overlapping holds
(b) Various custodians
(c) Tracking records and current hold status

Defining “accessible” data
(a) Not too narrow, not too broad

(b) Meet-and-confer is critical
(c) Protection against costs

Identifying custodians and key players V01235
Writing a good hold notice

Sending notice and certifying understanding
FOLLOW-UP IS CRITICAL

Cv-01234

CV-01236




The Effective Legal Hold: Technical Considerations

Wide variety of records and systems

E-mail, IM, voicemail
Office documents
Application databases
Metadata (or some, or none)

Workstations (including home computers)
Servers (different types)

Backup tapes, Archives

Removable media (USB drives, CD-R)
Mobile devices

Third-party systems

Finding records
Structured vs. unstructured data
Legacy systems
Server clusters
Storage systems
Backup tapes
Executing and enforcing

Technical mechanisms to halt spoliation

Implementing an Effective Legal Hold

1. Define nature & scope of “responsive”
Internal and external

2. ID custodians and key players
Identify personnel, case timeline
Key executives and IT personnel

3. Find electronic records
IT complexities
Use (or create) a data map

4. Assess retention procedures
Review existing policies
Investigate compliance
Address technical measures

5. Write the hold notice
Keep it short and simple
Confirm receipt and understanding
Assume admissible (Rambus)
Provide contact / follow-up

6. Follow up and re-certify often
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Implementing an Effective Legal Hold: Be Proactive

Proactive is easier and cheaper than reactive!

411 or 911

“Early attention to the issues is required.”
- Conclusion to FRCP Advisory Committee Report







